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GDPR - EU GDPR compliance component for Joomila!

Introduction

GDPR is the essential tool to make your website compliant with the EU GDPR law, as of May
25, 2018, the General Data Protection Regulation (GDPR) will be fully enforceable in the
European Union involving even countries outside the European Union that handle personal data
of EU citizens. After the deadline of May 25, 2018 all organisations are expected to be
compliant with EU GDPR. At its core, EU GDPR is a new set of rules designed to give EU
citizens more control over their personal data. It aims to simplify the regulatory environment for
business so both citizens and businesses in the European Union can fully benefit from the digital
economy. The reforms are designed to reflect the world we're living in now, and brings laws and
obligations - including those around around personal data, privacy and consent - across Europe
up to speed for the internet-connected age. This means that there are a new set of rules to
consider when dealing with personal data of users. The GDPR component aims to extend the
Joomla! core with a set of extra features, currently missing, in order to have Joomla! compliant
with the EU GDPR law.

Main features of GDPR are:

* GDPR Cookie consent: the standard cookie banner is no longer enough for EU GDPR,
now you need a more effective solution to really block local cookies and third-party
cookies before the consent is given and to optionally allow revocable consent

* Logs of user changes: whenever a change in a user profile occurs for example if a user
changes his personal data, all changes must be tracked and logged

* Logs of consents and account consent registry: the logs of user consents is a global
system that allows to keep track of all consents given by users

* Profile deletion: every user must be able to delete his own profile at any moment based on
the 'Forget me' regulation

* Profile export: every user must be able to export his own profile in a machine readable
format, GDPR supports CSV and Excel

* Privacy policy checkbox: every form on your website dealing with personal data must
include a mandatory privacy policy checkbox to consent personal data handling

* Consent registry: you can generate and export the consent registry including consent
details given by users that is essential if requested by the Data Protection Commissioner

* Data breach notifications: in the case that a data breach occurs, you can mark violated
profiles and quickly notify users

* Privacy policy: you can include popup contents or link to your privacy policy

* Cookie policy: you can include popup contents or link to your cookie policy

* Support multilanguage: contents can be translated into different languages

* Integrated with third-party extensions: GDPR ships with preconfigured integrations
with common extensions such as JomSocial, EasySocial, Virtuemart, etc moreover it can
be configured to integrate with all extensions



Main configuration

After installing and enabling the GDPR component on your Joomla! website, you can reach the
control panel of the extension including all features and configuration settings.
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Cookie consent

The configuration of the cookie consent feature allows a lot of advanced customizations for the
operating mode and appearance.

It offers different types of 'compliance mode' and it allows to block even third-party cookies. A
list of common domains to block cookies is already included but it can be customized adding
more domains. Notice that when third-party cookies are blocked some features of your website
could result inaccessible, for example iframes, images, scripts, etc. By default the 'compliance
mode' is set to the most strict one in order to be fully compliant with EU GDPR:

* Preventively block cookies (default)
* Block cookies later on demand
* Inform users about cookies usage ( no cookie categories )

When cookies are preventively blocked and the Joomla session cookie is blocked as well,
visitors won't be able to login into Joomla! and use all cookies-based activities such as
ecommerces, etc until they consent to the usage of cookies. This most strict behavior is fully
compliant with EU GDPR and it would represent a primary requirement.
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Optionally you can apply the cookie consent only to countries adopting such a law and filter out
all other countries. In this way the cookie consent toolbar will be shown only if a user visiting
your website belongs to a country subject of the cookie consent law.

You can even enable the revocable consent option, indeed the EU GDPR recommend that a user
should be able to revoke the given cookie consent at any time and at his sole discretion.

By default the cookie consent toolbar is shown on the frontend at the bottom, it includes links to
the cookie and privacy policy that you must have already configured on your website.

The EU GDPR requires that you have pages reporting a detailed cookie and privacy policy, so
it's recommended to create 2 articles and link them in the GDPR component settings or directly
add the contents through the popup.
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The cookies management allows you to choose and to configure several aspects about which
kind of cookies to block and the method used to block them:

Block the Joomla! session cookie, in order to prevent any kind of login and tracking done
by the Joomla! application

Block third-party cookies even specifying cookies to block based on the origin domain

Allow and exclude certain local cookies to be blocked, for example to allow the Google
Analytics tracking cookie if the anonymization option is enabled

Block local cookies even server-side, by default local cookies are deleted and blocked by
javascript after a page load, optionally you can block cookies server-side to not have them
listed in the browser console

Automatically accept and grant cookies usage when continuing the navigation

Enable the revocable consent, this is important for the GDPR because a user should always
be able to accept or decline the cookies usage at any time

Exclude certain countries from showing the cookies toolbar, if the user belongs to a
country that doesn't apply the cookie-law

Keep requesting the cookie accept on any subsequent page if a user has declined
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The aspect and the position of the cookie consent toolbar can be changed and customized as you
prefer based on appearance settings:
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If you choose to position the toolbar at a corner of the screen it will be rendered accordingly as
in the screenshot below, moreover you can choose the centered modal block of the website so
that the website will be rendered with a blurred effect until the user gives the consent.
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You can customize contents of the cookie consent toolbar, in the case that your site is
multilanguage you can use Joomla! language overrides and specify a string constant:

Cookie consent contents

Text of the header title

Cookies used on the website!

Set a custom text message for
the cookie consent toolbar

P //,,

This website uses cookiesto  —
ensure you get the best experience
on our website.

Text of the message

Use a language constant string

COM_GDPR_GOTIT for the dimiss button text

Dismiss button text

/

. Allow cookies
Allow cookies button i

. ) Decline
Decline cookies button

Cookie policy Cookie policy

Cookie policy link http://domain.com/cookiepolicy. html

Privacy policy Privacy policy

Use a language constant string
Privacy policy link COM_GDPR PRIVACY_LINK for the link to the privacy policy

If you use language constant strings you have to set them in the language overrides list of
Joomla! accordingly to languages installed on your website:
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You find a step by step video tutorial at this link: https://youtu.be/eXKa-domdCw
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If you don't know how the Joomla! Language overrides tool works, refer to the official

documentation:
https://docs.joomla.org/J3.x:Language Overrides_in _Joomla

or to this great video tutorial:
https://www.youtube.com/watch?v=rNA AwToolF0
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By default the user has a single choice when dealing with the cookie consent toolbar, to allow or
deny a single block of cookies. Cookies being part of this single block will be compounds as
defined using the configuration settings: session cookie, local cookies, third-party cookies, etc

Optionally it's possible to build a full classification of cookies used on your website, provided
that you know them. Indeed the component supports up to 4 categories that are fully

customizable, so that you can choose:
* To enable certain categories
* The name of each category
* The description of each category
* The list of cookies assigned to each category

* The list of cookie domains assigned to each category


https://youtu.be/eXKa-d6mdCw
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This means that once you know the name or the domain of cookies used on your website you can

choose to classify and block them based on their name or their domain, even including third-
party domains and cookies.

The most common way to know which cookies are used on your website is to open the browser
console so that you can get an overview of all local and third-party cookies installed.

As an alternative you can perform a full audit using a service or a tool of your choice.
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By default you have 4 preconfigured categories named as :

Necessary — Cookies that could prevent the proper functioning of the website

Preferences — Cookies that allow websites to remember user informations such as
language, location, etc

Statistics — Cookies that help website owners to collect and report informations about the
interaction of visitors with the website and their data. This category includes Google
Analytics and could track information anonymously

Marketing — Cookies used to track visitors and to display ads and promotional contents

The component ships with these categories already preconfigured with most common values
used by Google, Facebook, Youtube, etc both for cookies and domains list.

Once you have performed a cookie audit of your website you will be able to extend and
customize categories based on cookies found.

IMPORTANT: if you choose the 'compliance type' — 'Inform users about cookies usage' no

categories will be activated and visible in the cookie toolbar. This compliance type doesn't deal
with cookies at all, it's just an informative message.



When you enable categories, in the frontend the cookie toolbar will include a checkbox for each
category:

Login Form
X admin
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selectively a certain group of cookies

Decline
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The description of a category including all cookies and domains assigned to that category, will
be shown clicking on its name inside an informative popup:

X
Statistics
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usly.

: Ihformative popup about the usage
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assigned to this category

If you don't assign certain cookies used on your website to any category, they will continue to
exists as 'uncategorised' and thus allowed/blocked only when a user click the main
Allow/Decline buttons.

If instead a user chooses to allow cookies with the exception of certain categories, he will get
only cookies within the accepted categories plus global 'uncategorised' cookies if any.
Obviously to allow a full selection you should cover all used cookies and assign them to a
specific category.

Finally, if a user click on the main 'Decline' button, all cookies will be blocked and all categories
will be automatically disabled:
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To summarize there are 3 possible cases:

* Auser allow all categories and all uncategorised cookies if any (clicking the 'Allow’
button)

* Auser allow only certain categories and all uncategorised cookies if any (clicking the
'Allow' button but unchecking certain categories)

* Auser deny all cookies and all categories (clicking the 'Deny' button)

Keep in mind that in order to block third-party cookies all related external resources will be
blocked as well, so in the case that you want to avoid to block certain tags not loading any
cookie, such as links, fonts, etc you can switch to the 'Advanced' blocking mode and specify a
custom tags list.
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Opt-out individual cookies and domains

For each category it is possible to offer the user the possibility to disable the individual cookies
and domains assigned to it, in order to be compliant with the strictest EU Cookie Law.

Indeed some countries in the EU area require that the user can also disable individual cookies
and not just a generic category that groups them.

If this is the case, the GDPR component includes an advanced feature that can be enabled using
the parameter below and that will allow visitors to toggle the state of individual cookies and
domains assigned to various categories that are enabled for your website:
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When this functionality is enabled, each category will include additional switcher buttons to
allow visitors to toggle on/off the state of each individual cookie or domain:
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Services

A service is a superset for a group of cookies and domains, for each category it's possible to
define multiple services that function as a grouping for both local cookies or third-party
domains.

For example it's possible to define a generic service named 'Analytics' and assign to it cookies
and domains used by Google Analytics, Piwik, Matomo, SEMRush, etc and allow the visitor to
block/unblock all of them at once by acting directly on the service switcher.

Thanks to the functionality of the services it is possible to facilitate the activation of cookies and
third-party domains for visitors by acting on a global switch that blocks a generic set of
heterogeneous local and remote resources which therefore may also belong to different
providers.
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Logs of cookie consent

Even if not strictly required by the GDPR law at least at the time of writing, the component is
able to track even consents given for the cookie usage both by visitors and registered users of
your website.

In the case that the user is a simple guest visitor, the Joomla! session ID and the IP address can
be logged and used as an identifier.

The cookie consent log includes several informations and gives you an overview of all various
consents in the case that you are using categories to classify cookies.

Indeed it shows the generic consent given through the main 'Allow' button of the cookie toolbar
and optionally it shows up to 4 specific additional consents matching each category of cookie
that you have enabled in the component configuration.
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Notice that the consent given to the cookie usage has a validity time fixed to 12 months as
requested by the Cookie-law. Every 12 months, upon the user’s first visit to the site, the consent
is requested again to be renewed. In the list of logs you will find expired consents marked with a
red label while all valid consents will be marked with a green label.
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Placeholders for blocked contents

When using the block for third-party cookies and domains, it could be the case that certain
elements of the website won't be shown anymore, being blocked until a user doesn't accept
cookies.

This may be the case for example of Youtube videos, Google Maps, etc.

Rather than simply blocking and removing those elements on a page, you can choose to
optionally replace them with a placeholder element indicating to the visitor that the element
requires cookie accept in order to be shown. You can even specify a custom text to instruct users
about consenting to cookies, if needed the custom text field supports multilanguage strings.
Moreover it's also possible to unlock/lock iframes through the placeholder instantly and without
the need to fully reload the page.

To use this feature you must enable the following option under the GDPR configuration:
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Button for accepting all categories

If you use multiple categories for cookies, it's possible to include an additional button in the
toolbar to allow the visitor to accept and allow all cookies and categories at once.
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When this option is enabled the visitor will have a sort of 'shortcut' to allow all cookies and
resources managed by each available category:
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Allow cookies ~

e The 'Allow all cookies' button is added to
Cookie settings: he toolbar t ¢ all ki t
@Necessary | B Preferences | B Statistics | BMarketing Ao 0 el LGOS |
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In the 'Appearance' section you find even settings to change the categories template and border
radius, for example to simulate rounded buttons:
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Audit and Auto Configuration™

The GDPR component includes the powerful Audit and Auto Configuration™ tool to perform an
audit of your website to scan for cookies and domains used and to automatically classify them in
the right category.

Thanks to this tool you can have a quick overview of which cookies and domains you may need
to block through the cookie consent toolbar, furthermore it searches them in the GDPR Cookie
Database and Cookiepedia Database to automatically categorize cookies and domains based on
their typology: necessary, functional, statistics, marketing, etc. Keep in mind that the domains
found do not necessarily have to be blocked, they could simply represent hypertext links or do
not install any cookie. It is necessary to investigate whether a specific domain must be blocked
or not.

You find the Audit and Auto Configuration™ button in the main control panel, click on it to open
the audit interface:
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At the top of the website audit panel, you can enter a specific link to analyze, by default the
home page link is set.

To initiate the audit process, it's enough to click on the 'Start audit' button. When the tool has
completed the operation, results will be displayed within 2 panels for both the cookies and the
domains that have been found and you can proceed with the second step and start the auto
configuration. During the auto configuration process cookies and domains are searched through
the GDPR databases and once it completed, all those found will be classified into the correct
category also creating the description if available. To search for more informations about the
usage of a cookie or a domain on Google, simply click on the name of the resource.

For optimal results you should execute the audit after having accepted all cookies on the website
frontend or while the GDPR cookie consent has been temporary disabled. Indeed to ensure that
no cookies are blocked and can be retrieved during the audit, it's important that there are no
active tools that block them.
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Logs of user changes

According to the EU GDPR law whenever a change on a user profile occurs it must be logged
and tracked.

i==: GDPR - Logs of user changes g Joomlal’

View log details &, | Export logs CSV & | Export logs Excel K Delete & | Conirol Panel

Export the logs report, view detalls

Y Filter user:
or use filters by name, date, etc
¥ Filter editor B o T State All records |10 ¥
E From (=R BE
Email Reset Receive User
Name Username Password address Preferences password Status emails groups Activation User User Editor Editor Change
Num Name Username  Email address change change change change change change change change change change created deleted name usemame date
2018-
User _
Hsertast? wseeesd usertesi2@iectcom - - - - - - - - - - - [} tes2 usertest2 04-05
15:17:40
2018-
User
2 Ysertast EEa useresti@userastcom - - - - - - - - - - - [+] lestl usertest1 04-05
15:06:08
User 207
3 Usertesti  usertest usertesti@usertestcom - = ) o ) - = - = - - - jouty | Useresti 0405
15:05:52
S 2018-
~ - Super
4 User test3 usertest USEHESE3@(ES1 com = = - L] = ~ o - User admin 04-05
15:04:55
Log a user creation, deletion e
. .
5 Usertest?  useriest?  usertest?@iestcom = = - - and change for each proﬁ]e field © U:Zf" admin 0405
L ) 15:04:37
i 2018-
] User test1 usertest! usertesti@test.com - - - - - - - - - - o o admin 04-05

e 150417

This may happens if a user edit and change his own profile or if an administrator edit it from the
Joomla! Administration. In both cases the GDPR component will be able to track the change




even supporting Joomla! custom fields and show it in the logs list.

You can open the log details view in order to check the exact value that has been changed,
moreover you can export the logs report in CSV or Excel format. This is fundamental in the case
that you are required to safely store data or send them to the Data Protection Commissioner.

Notice that the editor user is the one that actually edited and changed the user profile, it may or
may not be the same user that has been edited. In the case that the user profile is edited by an
administrator the editor user will be a different one.

<= GDPR - Log details

@ | Backio logs st

@ Log details
Change date
User ID:
Narm
Username
Email address: vsertest] Busanestcom
Name change: =
Username change:™ o
Fields that have been changed
Password change: &
Exod addes chmigedoi
Preferences change: &
Reset password change: =
Status change: =
Receive emails change: —
User groups change: ™
Activation change:—
User created: —
User deleted: =
E— Previous and current values of
e fields that have been changed
Editor username ~
-
& Changes details ’,” —
Changed field Previous old value  ~ - Current new value
usertest{fitest com usertest@usertest com
Changed fields:
editor=", fimazane=" editor="odemimar, timezone="Afnca/Abidjen

Profile deletion and export

To be compliant with the EU GDPR law, the GDPR component automatically extends the native
Joomla! user profile form on the frontend to allow users to delete or export his own profile at any
time.

=~: GDPR - Configuration

~ | Save configuration & Control Panel

General settings Cookie consent User profile buttons Privacy policy checkbox Data breach settings

User profile deletelexport butions

‘ Features to provide deletion and export
are enabled by default

Enable "delete profile’ button No {5

Enable "export profile’ button No
Delete additional user contents “ Yes

Real deletion v

Deletion mode



Supported export formats are machine readable ones such as CSV or Excel.

If the user profile extra-features are enabled, the frontend view of the edit profile will include
buttons accordingly:

Login Module
Hi User test3

Older Posts
Edit Your Profile « Welcome to your blog
« About your home page
» Your Modules

Name* | Usertestd
+ Your Template

Username *  usertest3

Password (optional) Most Read Posts

+ Welcome to your blog
+ About your home page
(optional) + Your Modules
« Your Template

Confirm Password

Email Address *  usertest3@test com

Confirm Email Address *  usertest3@test com

Basic Settings
Editer (optional) - Use Default -
Time Zone (optional) - Use Default - = ” — .
Frontend Language | - Use Default - . Extra-features to provide deletion
(optonal) ' and export of your user profile

Delete profila || Export CSV profile | Export XLS profile

F

If a user chooses to delete his own profile, this action will be tracked in the user logs as seen
above, moreover you can choose to be advised by email about a user deletion:

“=: GDPR - Configuration

+ | Save configuration @& Contrel Panel

General settings Cookie consent User profile buttons Privacy policy checkbox Data breach settings

Registration email address for updater

Log unchanged profile saving

Log user creation Ne -

‘ You can receive a notification when |
| someone deletes his profile or optinally
ask to export/delete his profile |

Log user deletion

Notify self user deletion

From email

From name

Email addresses for logs notification



This features supports 2 working modes:

* Self made — A user will be able to export and delete his profile by itself clicking on the
GDPR buttons added to the user form

*  Manual processing — When a user click on the export/delete button a notification email
will be delivered to the email addresses specified in the logs notification parameter and the
website admin will have to process manually the request

General settings Cookie consent Cookie categories User profile buttons Privacy policy checkbox
User profile deletefexport buttons
Enable "delete profile’ button No Ye

Enable "export profile” button No i

Delete additional user contents No Ye

— Pseudonymisation ‘ TR aestag] il el (s et sl s

included in the exported document

I

Export all fields{third_party) No Y
S . ‘ Choose the preferred method for the
Buttons working mode A Hee _— export/delete feature, auto or manual
|

| Manual processing

Notice that the manual processing could be useful if you have to manage an aggregation of
complex data to export not limited to user profile fields, for example if you hold informations
about a user on different platforms such as CRM, ecommerces, etc In this case once you have
received a request to export data you can manually prepare the final document and send it to the
user that has requested it.

Moreover if you are integrating the export button in a third-party profile form, by default all
fields of that form won't be included in the exported report. Indeed the exported document
integrates with the Joomla! User component, supports custom fields and fields added using the
User profile plugin.

If you want to export all fields of a third-party form and extension, you can activate the option
'"Export all fields' so that the additional fields generated by a third-party extension will be
encoded in the portable JSON format as requested by the EU GDPR and included in the exported
document.



Privacy policy checkbox

If you offer a user registration or any kind of form on your website asking for personal data, you
are constrained to show a privacy policy checkbox that must be checked in order to submit the
form and go ahead.

The privacy policy checkbox must explicitly link to the page of your extended privacy policy.

GDPR - Configuration

«" | Save configuration @& | Conirol Panel

General settings Cookie consent User profile buttons Privacy policy checkbox Data breach settings Advanced settings

Privacy policy checkbox _ —

‘ Enable the privacy policy checkbox,
Enable privacy policy checkbox No / sPeCIfy i text, hnk’ ete

Privacy policy label text POVAEY poNicy.

Priviics policy ik hitps://site_com/privacypolicy. hitml

Lag pevacy policy coreest " Youcan log the privacy policy consent

‘ automatically creating a user note
Log User Note Category No category ¥ whenever a new user registers )
Server side validation No

Revokable privacy policy “ Yes
Remove HTML attributes No

The user registration form will include the privacy policy checkbox as a mandatory field even
linking to your privacy policy page.

Joomla GDPR

Home  About  Authorlogin  Categorial  All categories Al categories 2

Instant Facebook
Login Module

[ 2
|

User Registration

+' Forgat your password?
*Required field ‘got your pas:
+ Forgot your username?

« Create an account

Name *
Usemame *
Password * Older Posts
» Welcome to your blog
Confirm Password * = Aboul your home page

= Your Modules

« Your Template
Email Address *

Confirm Email Address *

~ N
. Most Read Posts
Fivacypoley - 11— Mandatory and linkable
. . « Weicome to your biog
—‘ privacy pohcy checkbox = About your hame page
Cancel | o _ = Your Modules

« Your Template

You are here: Home » Log out



If you have chosen to log the privacy policy consent through a Joomla! user note, you will be
able to access it in the Joomla! users list:

B System- Users- Menus~ Content~ Components- Extensions~ Help -

B Users
“ & | Edit | | | Activate | @ | Block | | (™| Unblock | | 3 | Delete | | [E] | Batch
®© i
Uners Searct Q Search Tools - Clear
User Groups Name Usemame
Viewing Access Levels
i User registered registereduser
o g
Figlds ¥ | & o

Field Groups Advanced Pes

User Notes

User Note Categories usertest3

and clicking on the 'Display note' button, details will be shown.

Display 1 note

Notes for user User registered (ID #196)
« #1 Privacy policy accepted

Thu05Apr201816:02 ~
The user User registered” TN16:02:40UTC and explicitely accepted the privacy policy of this

website The user note includes details about
the consent given for the privacy policy

There are 2 important and strict settings if you want to deal with the privacy policy state of users
already registered on your website. By default all previously registered users are considered as if
they accepted the privacy policy of your website.

B System~ Users~ Menus ~ Content~ Components ~ Extensions
~ | Save configuration & | Control Panel

Privacy policy checkbox

Enable privacy policy checkbox No

Privacy policy label text Privacy policy

Privacy policy link https:/ftermsfeed.com/blogfsample-

Privacy policy label title Please agree to our privacy policy, ¢

I

Log privacy policy consent No =

Log User Note Category No category v

iEnable the revokable state ot: ‘
the privacy policy status

Server side validation No Yes

Revokable privacy policy No Yes

Block users without privacy policy consent No os

Force all already registered users
Remove HTML attributes No es ‘ to accept the privacy policy




However if you want to force all users already registered to explicitly consent the new GDPR
privacy policy you can enable the parameter 'Block users without privacy policy consent'.

In this way the first time that an already registered user logins, it will be automatically redirected
to the profile page asking for the privacy policy confirmation.

This setting allows your website to be retroactive about the privacy policy consent for users
registered before the installation of the component and before the start of the UE GDPR law.
Finally you can choose whether to allow users to revoke the given privacy policy consent. Using
the parameter 'Revocable privacy policy', a user can switch between consent/non-consent your
privacy policy. If he revokes the consent and the parameter 'Block users without privacy policy
consent' s active as well, he won't be able to navigate your website until he accepts the consent
again. Additionally, if you modified your privacy policy and if you want to request all user to
consent again to the new terms of usage, you can force a reset of all given consents using the red
button below; notice that this operation can't be undone and will force all users to accept again
the new privacy policy conditions.

Revocable privacy policy No
No A Reset all consents

These 2 settings ensures a maximum compliance with the EU GDPR law when both are enabled.

‘/ Force a consents reset to require
all users to accept again the new
privacy policy at the first login

Block users without privacy policy consent

Checkbox template

The privacy policy checkbox can integrate with a huge variety of forms and extensions, so to fit
at best to all situations with the appeareance of the form you may need to customize the HTML
used to wrap the label and the checkbox.
The checkbox template uses placeholders to render respectively:

* the label, using the placeholder {label}

* the checkbox, using the placeholder {checkbox}

Privacy policy checkbox

Enable privacy policy checkbox Hn “
Privacy policy label text Privacy policy label

Privacy policy link ity la38/privacy policy himi
Log privacy policy consent No

Log User Note Category Subcategory notes

Server side validation No n
Revokable privacy policy “ Yes

Remove HTML attributes No

Checkbox template

Label template

HTML code used to render
the checkbox label and field

Checkbox template

By default the given HTML code follows the standard Joomla! layout, you can customize it to fit
better with third-party extensions if needed.

Pay attention to include both placeholders {label} and {checkbox} in the right place otherwise
the correct code for the privacy policy checkbox won't be rendered.

Allowed tags are: <p>,<div> and <span>



Logs of consents and account consent registry

Having the privacy policy checkbox would not be enough to be fully compliant, it's even
required that you keep track of all consents given by users for each form dealing with personal
data on your website. You may be asked to prove a given consent for a certain user and this is
possible thanks to the consents registry.

The GDPR component offers 2 levels of consents tracking:

* The account consent registry, that is the basic and most important consent given by users
when creating a new account and registering on your website

* The logs of user consents, that represents a system to track all consents given on various
forms even including integrated third-party extensions

The logs of user consents by default is empty and will stay empty if you do not have any form to
track other than the standard sign-up one provided by the Joomla! core user component. The logs
of user consents is used for example for the 'contact form' and for any other third-party extension
that you want to integrate with the privacy policy checkbox generated by the GDPR component.
Pay attention that the log happens only if you integrate the privacy policy checkbox generated by
the GDPR component, if a third-party component has already a form with a privacy policy
checkbox, it won't work for the log into the GDPR component.

i« GDPR - Control Panel

-~ e Track all consents given ‘

on various integrated forms

14 Funcilonalites Track the consent given

when creating a new account

Logs of user changes Logs of user consents Export account consent Data breach notify
registry

v @@ ¥ &

Cookie consent User profile Privacy policy Permissions

c @

Configuration Help & Documentation

o

The logs of user consents is a global system that allows to keep track of all consents given by
users, either logged in or logged out, to every form in which you integrate the privacy policy
checkbox.

For each consent a new log record is created reporting several informations including:
* The page URL where the form is available and the consent has been given
* The form ID and/or the form name
* The user ID, name, username, email address only if the user is logged in
* The consent date
* A set of configurable form fields and values

The 'Form data' represents a configurable set of form fields and values that allows to track
certain fields of the form when it's submitted. This is especially essential in the case that you
want to track informations such as the name, email, etc about a guest user.



Indeed if the user is a guest and not logged in, the only way to keep track of his personal
informations is to intercept all filled in form fields concerning this kind of data.

. Export the consents registry
i==: GDPR - Logs of user consents in CSV or Excel format

L Export consents registry CSV/ & Export consents registry XLS X Delete &  Control Panel ‘ F f
orm fields data
Y Filter. ( B
( ) H - ¥ State - Allusers - v 10 v
= . Logged user informations
—
Page and form details | B2 J
Num Page URL ~ ~ - o Name of the use/ —etThame Email address Consent date Form data
hitp:ifioomla3@/en/contact- - " . 2018-04-29 ( Contact name: test customer ) ( Contact email:
1 form.ntml - SR TES JEIEED o [T AR 214028 customer@customer com ) { Contact emailmsg: Text of the message )
) hitp:/joomia3g/en/contact- contactfom 2018-04-30 ( Contact name: test customer ) ( Contact email:
form.html 18:08:53 customer@customer.com ) { Contact emailmsg: Text of the message )
http://joomla3g/en/contact- N _ . 2018-05-01 ( Contact name: nome ok ) ( Contact email: emaillok@ggg.com ) (
3 form.htmi CTERREm) 13 EDED lomdec loeecaaicoecon 105054 Contact emailmsg: Subject ) ( Contact message: Text of the message
hitp:/joomia3g/en/hikashop- 2018-04-29 ( Register name: test customer ) ( Register email:

4 - hikashop_registration_form - - -
registration htm preg . 212731 customer@customer com )

To configure certain fields of the form to be tracked, you find the following settings under the
'"Privacy policy checkbox' tab:

Enter the list of strings to match

form fields to be tracked in the log

. name,email subject messal
Form fields for consents logs ! od

Account registry format Excel v

Include pseudonymised users “ Yes

You can specify a list of strings comma separated to track form fields in which the privacy policy
checkbox is added. This can work even for third-party extensions, provided that you know the
'name' or 'id' attribute value of form fields that you want to include in the consents logs. You may
need to look at the source code to find them. If so, it's enough that you include them in a comma
separated list, notice that supported types of field are 'input' and 'textarea'.

It's not required to specify the exact field name but just a matching string, for example if a field
has an 'id' attribute or a 'name' attribute set as 'first name', it will be matched by the string
'name'". In the example below, the consent to the Joomla! contact form is tracked.

Send an Email

* Required field

Name * — —
Contact form fields tracked by the settings:
Email* e '‘name,email,subject,message’
Subject *
Message *

Send a copy to yourself

(optional)

7 Privacy policy checkbox linked 7
Privacy policy * [ ———""" to the GDPR log of consents

Finally all consents by default are revocable, this means that a registered user once consented for
a certain form will be able to find the checkbox already checked and reset it at any time.
Moreover you can activate the parameter 'Notify revoked consents' to be notified by email
whenever a user revoke a consent previously accepted and take the correct action.




Cookie settings view
By default cookie settings and categories are displayed directly within the popup, but optionally
it's also possible to display a dedicated page for cookie settings via the component view.

This allows users to view the full list of categories, cookies, domains and services that have been
setup on the website and manage his consents through these settings.

The component view can be linked to a menu item as usual in Joomla, otherwise it can also be
reached from the 'Settings' button within the popup, if the option 'Link the toggle button to the
cookie settings view' has been enabled.

You need to publish a menu item linking the GDPR component view for cookie settings:

= Menus: Edit ltem

& save + | Save & Close +  Save & New [ | save as Copy A% | Associations @  Close
MenuTitle = | Cookie settings GDPR view Alias | cookie-settings-gdpr-view
Details Aspect Link Type Page Display Metadata Associations Module Assignment
Menu ltem Type * Cookie settings view = Select o, Ty
Menu item for the GDPR component view
Link index. php?option=com_gdpréview=user e that displays cookie settings in the frontend J
Target Window Parent
Template Style - Use Default -

The frontend menu will show the component view for cookie settings:

Joomla Website

Menu item that links

Home  Hikashop products ~ Community ~ JomSocial — Easysocial Dashboard  Music collection [EEGMVEERIALETelal oAV —— i,',f:ii;_ the GDPR Componeﬂt view
T T O - e
Login Form
Statistics category 2 | Usemame
@ &
COM_GDPR_Statistic cookies help websits owners to understand how visitors interact with websites by collecting [JRemember Me
and reporting information anonymously
Caokies in this category: Create an account ¥

Forgot your username?
Forgot your password?
v _ga '

v _gid

v _ utmx

v _pk id

Domains in this category

3 REEA

¥ matomo.js

Marketing
Marketing cookies are used to track visitors across websites. The intention is to display ads that are relevant and
engaging for the individual user and thereby more valuable for publishers and third party advertisers.
Cookies in this category:
v demdex
Domains in this category

v twitter.com

It's also possible to customize the aspect of the cookie settings view through 'Aspect' tab in the
menu item settings. Each element may have a specific color and border radius assigned.



Record of processing activities

The component is able to manage the record of processing activities and its generation in both
Excel and OpenOffice format to be compliant with the EU GDPR.

If you don't know what the record of processing activities is and how you should manage it, it's
strongly recommended to start reading some tutorials and articles on the web such as:

You can access the record of processing activities clicking on the control panel icon and you
will be able to create a series of rows that will compose your record of processing activities and
the Excel/OpenOffice document generated accordingly. It's composed by 2 main areas:

* Description of the activity

* Data Protection Impact Assessment (DPIA)

Each row will contain informations based on your requirements, type of company and personal
data handled.

Generate the record of processing
activities in Excel/OpenOffice

Record of processing activities W Joomlal’

& | Generate Excel 4. Generate OpenOffice K | Delete & Control Panel

Manage rows of the document

P ¥ State | - Select State - v =
Categories of interested
Num Organization/Department Name of the activity Purpose of the treatment parties Categories of personal data Type of personal data Order = Published
4 @ Jexension Store  cients Financial dta]  icosite = e
. c . == 32
2 @ Jestonsions store support [ Webmostss )

Record of processing activities - New record row

«~ | Save & Close O | cancel
& Description of the activity - -
Published:| No Add informations for each

row of the document
ACME Lid - __—

Organization/Department:

Accessories

Name of the activity:

Purpose of the treatment:

Description of software, database, maintenance:

Business information

MySQL database, scheduled
backups, CRM. Joomla CMS
version 3.x

* Each list works using search with auto 7

completion for default values, moreover

you can write in your custom value

Categories of interested parties: d v | -
Citizens
Categories of personal data: .
Clients
Type of personal data: Couriterparts
Prospect
Categories of recipients to whom personal data are i . . -
comrianicatads Public administration
customers |

Name of external managers:



https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/documentation/how-do-we-document-our-processing-activities/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/documentation/how-do-we-document-our-processing-activities/
https://gdpr-info.eu/art-30-gdpr/

Dynamic checkbox

This feature works as a privacy construction kit in that you can create multiple and custom
privacy policies associated to an individual checkbox and place it wherever you need.

Indeed having a single privacy policy could not be enough for all websites, you may need to
have multiple agreements given by users based on services that you offer, for example:

* A privacy/consent for the newsletter
* A privacy/consent for advertising
* A privacy/consent for marketing

e ....etc....

Using the GDPR dynamic checkbox will allow you to create several privacy policies associated
to multiple checkboxes and to track consents given by users to each of them in the consents log.

To embed the checkboxes into your contents it will be enough to copy/paste the auto-generated
placeholder code in the usual format {........ } as is common when dealing with Joomla! plugins.

With this system you are free to place each checkbox wherever you need: contents, articles,
modules, forms, etc

i==: GDPR - Dynamic checkbox ¥ Jocomlal

© New checkbox B | Edit checkbox X | Delste 4& | Control Panel

a Placeholder code for the checkﬁéx
[ < |

T Filter by name that is auto-generated ¥ State | - Select State - NIETEE

Num Name of the checkbox Placeholder code P Uescription of the checkbox C 55 selector for the linked form Published Access D~

1 [# Privacy newsletier {privacy-newsletter-5) Description of the newsletter privacy. (/]
2 @ Privacy advertising {privacy-adverfising-3} Description of the advertising privacy (V] Public 3
3 @ Privacy marketing {privacy-marketing 2} Description of the marketing privacy. - g (/] Puil 2

‘ Optional association ‘ e Z
with a given form ‘ Optional access level

It's not mandatory that a checkbox is included inside a form, however keep in mind that if a
checkbox is flagged by a visitor user (not logged in) and there are no associated forms, the
consents log will show empty user data for the visitor and only the session identifier.

If instead you associate the checkbox with a form, all text fields of that form will be tracked in
the consents log. In the case that a checkbox is flagged by a logged in user, all user data will be
reported in the consents log despite the fact that a form has been associated or not.

There are 2 ways to associate a dynamic checkbox to a form:
* Directly embedding the placeholder inside a <form> tag

* Using a CSS selector to specify a linked form

Indeed if a placeholder/checkbox is included inside a form, it will automatically detect all form
fields for the consents log. If instead you want to include a checkbox in a plain text/article but
there is a form present on the same page, you can specify a CSS selector to match that form even
if the checkbox is outside it.

If a checkbox is linked to a form, you can optionally choose to make it a mandatory field by
activating the parameter 'Required'. Notice that if you have multiple checkboxes inside the same
form marked as 'required’, to have the form submitted all of them will have to be checked.

Keep in mind that this feature could not work in the case that the form is not compatible, for
example if it was an ajax form.



ynamic checkbox - Edit checkbox

B Save v  Save & Close © | Cancel

Copy the placeholder code I

to the clipboard
& Checkbox details e

Placeholder code: | {Privacy-newsletter-5}

Name of the checkbox: | Privacy newslatter

o ;, Editv Insertv View~ Formalv Tablevw Tools~

Name/Title of the checkbox B 1 US =
Paragraph ~ TimesNe.. - 12pt >~ B =~ =~

= = Fomals~

@ M
(Tl

S 2 I E o A-H~-H B x X Q

— I
¥ I B T 7 & 6 & @ {3} © - L IZJsnuUnForm
[} Moodule  p* Menu  § Contact [} Aticle [Edimage [y Page Break W Read More

Description of the newsfetier privacy....

Description of the checkbox:

e N

Description of the privacy policy \
for this checkbox to be shown

L in the frontend popup )
p Words: 5
Make the checkbox mandatory = Bogdedin
CSS selector for the linked form: | #someform — or aSSign it to an access level J
- Required: No Yes
CSS selector to link the
Published:|  No
_checkbox to an external form |
o o Access:| Registered ¥

If you want to track consents only for registered and logged in users so that the consents log will
show all users informations, you can assign a specific access level to the checkbox.

Once you have finished to setup the checkbox settings, click the 'Copy to clipboard' button to
copy the placeholder code to the clipboard and you are ready to paste it wherever you want the
checkbox to appear, for example inside an article:

Z Aricles: Edit

& save + | Save & Close <+ | Save & New 1 | Save as Copy & | \ersions @ | Close
Tite ™ | Your Temp|ate Alias | your-template
Content Images and Links Cptions Fields Publishing Associations Configure Edit Screen Permissic
Edit~ Insert- View- Format~ Table~r Tools~
B 7 U & = = = = Formals~ Paragraph ~ TimesNe.. = 12pt >~ B =~ =~
Q © BB — M T ¥ & & T T & 6 & @ {3} © ~ I I=JSNUniForm

% Read More

This blog is installed with the Protostar template,
You can edit the options by dicking on the Working on Your Site, Template Settings link in the top menu (visible when you login).
For example you can change the site background color, highlights color, site title, site description and title font used.

More options are available in the site administrator, You may also install a new template using the extension manager.

{privacy-newsletter-5}

{privacy-advertising-3} ~~——— -
{privacy-marketing-2} Paste placeholders into the article




Once placeholders have been added they will be rendered in the frontend as in the image below:

Your Template

test field: test

This-Hog s metalied | Clicking on the label the popup

You can edit the optit  will show the description of this |mplate Settings link in the top menu (visible when you
togin). L specific consent
For example you can éﬁary _wengroumacoror, grmgnis color, site title, site description and title font used.

_ -
Mare options are av?” - the site administrator. You may also install a new template using the extension manager.
—

Privacy newslefter * 2

e e § Checkboxes are rendered
o l to replace placeholders

Privacy marketing *

o Like 0 [l £ Share [l W Tweet BRI 0 m @) Save

€ Prev

This feature can be completely disabled under the 'configuration' — 'advanced settings' in the
case that you're experimenting any conflict. If a checkbox record is unpublished, the placeholder
will be simply removed.

If instead a checkbox record is deleted or if the feature is completely disabled, the raw
placeholder code won't be replaced in your contents, so keep in mind this aspect when dealing
with dynamic checkbox.

Custom CSS styles afdata-role=gdpr_dynamic_privacy_pelicy_checkbox] {

color: #F00;
}
CSV delimiter character
CSV enclosure character
JCH Optimize noConflict Mode e [ Completely disable this feature

Scripts noConflict mode “ Yes
Disable dynamic checkbox No

Include jQuery No Ye
JQuery noConflict Mode “ Yes
Disable version updates checker “ Yes

Debug mode No



Description of cookies and domains

It's possible to assign a description for each cookie and domain that will be visible to visitors in
the frontend interface.

Indeed, some strict regulations may also require a detailed description of the use and purpose of
a cookie or domain that is present on your website.

This functionality works together with the categories one, this means that if you want to assign a
description to a cookie/domain and make it visible in the frontend interface, it's required to have
enabled categories and have chosen the corresponding name and category to which each cookie

or domain is assigned to.

It's possible to import/export a CSV file for definitions of cookies and domains, this is especially
useful to replicate the same configuration across different websites, additionally clicking on the
special button 'Tmport default descriptions' all definitions for cookies and domains bundled with
the default categorization of the component will be imported and each record created.

NIVmport automatically all defaulrt%
descriptions for cookies/domains

< GDPR - Description of cookies/domains ¥ Joomial

© New descripiion @ | Editdescription | | X | Delete | | & | Exportdescriptions | | L. | Import descriptions | | L1 | Import default descriptions | | @ | Control Panel

Y Filter by name: BE ¥ State - Select State - ~ | - Select category - w20 ~

Num [T Cookie/Domain name Category ~ Description of the cookie/domain Published

D

Google uses cookies like NID to help customize ads on Google properties, like Google Search. For example, we use such cookies to remember your most
1 O & ND Category 2 recent searches, your previous interactions with an advertiser's ads or search results, and your visits o an advertiser's website. This helps us to show you ) 216
customized ads on Google.

Google uses cookies like SID to help customize ads on Google properties, like Google Search. For example, we use such cookies to remember your most
2 O s Category 2 recent searches, your previous interactions with an advertiser's ads or search results, and your visits o an advertiser's website. This nelps us to show you ) 217
customized ads on Google.

) and encrypted records of a user's Google account ID and most recent sign-in time. The

3 0 @ HsD ChOOSC the COITeSpOndlng category £  |oratiack, such as attempts to steal the content of forms that you complete on web pages L] e
. — Creno 2} Wthh thlS COOkle/dOmaln 1S aSSIgned to ogle Docs to open many Docs in one browser. Blocking this cookie would prevent Google o 210

P "Guug\e Ads is an online advertising platiorm devs\uped by Google, where advertisers pay to display brief advertisements, service offerings, product listings,
[ Category 3 D= video content, and generate mobile application installs within the Google ad network to web users. It can place ads both in the results of search engines ke~ @ 256
Google Search,

5 [ B adwordscom

6 O & crwdcntrinet This is a domain used by Lotame which is an advertising company that is part of a network of sites, cookies, and other technologies used to track you. o 257

7 2 disqus.com jiscussion on websites and connects conversations across the web. To post comments and have your 258
o “ Enter the cookie or domain name that must cookies — specifically, first party (and in some browsers, third-party) cookies — must be enabled.

¢ [ @ dounlecicknet match the one ass1gned to the related category es it money from online acvertisers and publishers. This is done by: Ad-serving, Ad delivery, Behavioural 250

9 O @ googlespis com This domain is managed by chg\s to share information about APIs integrations. The main purpose of cookies set by this host is: Targeting/Advertising. ) 260

This domain is owned by Google. It provides a range of online advertising technolegy and services. The main purpose of cookies set by fhis nost is:

10 [ B googlesyndication com N ' : -] 261

Targeting/Advertising

As an example, if you want to assign a description to the cookie named 'NID' that is assigned to
the 'Category 2' under the component configuration:

& | Save configuration & | Export configuration . | Import configuration & | Control Panel

List of local cookies assigned to the category 2 g:g " The 'Category 2' has the o
HSID ) 'NID' cookie assigned
Ibcs



you have to create a new record under the section 'Description of cookies/domains' using:
1. The same name: 'NID'

2. The same category: 'Category 2'

Description of the cookie/domain - Edit description

S | - | secooe | (@ cones ( Enter the same name for

the cookie or domain

[ Details of the cookie/domain description

Cookie/Domain name: NID

Category: Category 2 R — —
Choose the same category for

e ; .
A Fw“‘ the cookie or domain

B I YU S == == Fomas-
=== =
20 W o A~B~- X 3|x X Q6 - T T
¥ B T 7 & 6 B & 3 () O~ L [}Modue
e Menu  § Contact [} Aricle Gl Image [)y PageBreak 4 Read More

Paragraph  ~ TimesNe . = 12pt ~ H

&4

ads on Google properties, like Google Sea r example,
ecent searches, your previous interactions v an

visits to an advertiser’s website. This helps us to show you

Google uses cookies like NID to help cu
we use such cookies to remember your
advertiser’s ads or search results, and y:
customized ads on Google.
Description of the cookie/domain: ~

Enter the desired description for
the cookie or domain using the
. Joomla editor with HTML support |

p Words: 54,
@ Toggle editor

Published:  No Yes

Once that a cookie or domain has a description assigned, the frontend interface will display an
arrow to show the description through a collapsible accordion:

Preferences

Preference cookies enable a website to remember information that changes
the way the website behaves or looks, like your preferred language or the
region that you are in.

Cookies in this category:

l’ Click to open/close the description |
- for this cookie or domain

AND
Google uses cookies like NID to help customize ads on Google properties, like Goagle
Search. For example, we use such cockies to remember your most recent searches, your
previous interactions with an advertiser's ads or search results, and your visits to an
advertiser's website, This helps us to show you customized ads on Google.

No domains in this category




Data breach notification

In the case that a data breach occurs and some user profiles are violated and stolen, you are
forced to notify within 72 hours all users as well as the Data Protection Commissioner.

Thanks to the GDPR component feature for the data breach management, you can quickly:
* Mark user profiles as violated

¢ Send an email notification to each user

* Export a report in CSV/Excel format for the Data Protection Commissioner

GDPR - Data breach users notification

' Joomial

L NGRS | L | Mark violated A | Unmarkcviolated | & | Exportusers CSV | L | Exportusers Excel | | # Control Panal

~
AN
N AN S
v . . . ( ] ¥ State | -All users - vt v
Send an email notification [EJE=3 Export a report
User
Num D~ Username Name Email address Date of registration Date of last visit Violated profile
1 196 registereduser User registered registereduser@test com 2018-04-05 16:02:40 -0001-11-30 00:00.00 (/]
2 185 usertestd User test3 usertest3@test.com 2018-04-05 15:04:55 2018-04-05 15:59:04 Q
3 i 192 admin Super User admin@admin.com 2017-11-10 17:45:48 2018-04-05 16:41:09 &

Mark profiles as violated

The content of the notification email is fully customizable under the configuration settings,

moreover it supports an easy templating system based on placeholders that will be replaced with
actual data when the email is sent.

Supported placeholders are:

* {sitename} — The name of your site as set in the Joomla! Global configuration

» {siteurl} — The domain of your website

* {emailaddress} — The 'From email' address specified in the GDPR component settings or
in the Joomla! Global configuration

* {nameofuser} — The real name of the user to be notified

{date} — The current date

i GDPR - Configuration

+ | save configuration | | @ | Control Panel

General settings ~ Cookle consent  User profile buttons  Privacy policy checkbox  Data breach settings | Advanced seftings

Permissions
A data breach occurred on: {sitenan
Email subject ¥ C : : .
ontents of the email notitication
Email content Editv Insertv Vieww Formatv Tablew Tools v
> tenu Y Contact [} Article Gl Image
Data Breach notification on: {sitename} at: {siteurl}
{date}
why, as a precautionary
involves your personal
st 7 n ite. The datz
have induded personal in me and username.
{sitename} values your privacy and deeply regrets that this incident occurred.
P Words: 133
@ Toggle editor
From email

Mail settings overriding the
Joomla! Global configuration |




GDPR - Configuration

Notification contents

oM_G VERRIDE_SUBJEC
Email subject COM_GDPR_OVERRIDE_SUBJE

Email content Edit~ Inset~ View~ Format~ Table~ Tools~

B 7 US === = Fomt

Paragraph Times Ne 12pt - B E-E-EBE

PR AW o A-A-H @8- x X QO 8 — I %
XD e B 79T &6 E S 3 6 0 L [Mwe

2 Menu ¥ Contact [T} Artice [ Image

COM_GDPR_OVERRIDE DATA BREACH

Use constant strings
for multilanguage

p Words: 1

@ Toggle editor

The email notification supports multilanguage as well, so if you want to use different contents
for the email based on the language, you will use a language constant string instead of the actual
text as usual for the frontend toolbar. Notice that in this case the multilanguage override works
matching the one used for the 'Administrator' side and the language active in the Joomla!
Administration and not the one set for the Joomla! frontend. After that if you want to send
email notifications using different languages you have to login into the Joomla! backend
switching the language accordingly.

Integration with third-party extensions

The GDPR component by default is integrated with the core Joomla! components for users and
contacts management as well as with a series of common extensions such as JomSocial,
EasySocial, etc in order to:

* Show the privacy policy checkbox in the registration form

* Show buttons to delete and export a user profile

However thanks to an advanced configurable system it's able to integrate with almost every
extension and form out there, for example a form generator extension such as Chronoforms, RS
Form, etc to show the privacy policy checkbox.

The GDPR component ships with already a predefined set of integrations with most common
extensions, so you can firstly check if the integration that you need is already available and in
such case just enable it.

Otherwise there are 2 ways to integrate the user profile buttons and/or the privacy policy
checkbox with a third-party extension that shows a form using the configuration:

1. Specifying the view name used by the component to show a form and a CSS selector to
match the form, this works in both cases whether the component uses the Joomla! Form
APT or not to render the form (Method 1)

2. Specifying the form name and the form task used by the component to show a form, this
works only if the component uses the Joomla! Form API to render the form (Method 2)



To learn if the component that you want to integrate uses or not the standard Joomla! Form API
you must enable the debug parameter of GDPR and open the form page.

CSV delimiter character
CSV enclosure character
Include jQuery No “ -
‘ Enable the debug mode to inspect
~JQuery noConflict Mode “ s _ the component form page
Debug mode Mo “ B o o

If the component uses the standard Joomla! Form API there will be a series of big blue and green
labels showing the name of the form and the value of the form task. If that's not the case it's
likely that the component uses plain HTML or its own system to render the form, so go on using
the method 1 to integrate it.

Below you see an example of the Joomla! Contact form generated by the native contacts
component, because it uses the standard Joomla! Form API you will be able to see labels for both
the form name and the controller task value:

T EOoRERIE
Form task: userlogout | Form task: userlogout | Form task: contactsubmit | Form task: search

The controller task is:

contact.submit John Doe

Contact

The form name is:
com_contact.contact

Contact Form

Send an Email

* Required fieid

Name *

Email *

Subject *

Message *

Send a copy fo yourself
{optional)

Privacy policy label *

" Thanks to the integration the
privacy policy checkbox is
__included in the contact form

Both the 'User profile buttons' and the 'Privacy policy checkbox' have parameters to integrate
with a form following the method 1 or the method 2:



»==: GDPR - Configuration

" | Save configuration & | Confrol Panel

General seffings ~ Cookieconsent  User profile buttons  Privacy policy checkbox  Data breach sefttings

Enable "delete profile’ button Mo “
Enable "export profile’ button Mo “
Delete additional user contents o “

Deletion mode Pseudonymisation ¥

Customn components not using the Joomila! form API

. com_instantpaypal L _—
View name for custoin components conm. nstamtpaypal checkout _

Method 1: specify a view name for a
T component in the format: com_xxx.viewname

{ Method 1: specify a CSS selector to match
the form generated by the component

C$$ selectors for custom forms #atiopCheckoutizorm

Custom components using the Joomia!l form API e

= o .
Form name for custom components com_oocomponent formname

J Method 2: specify a form name i
—=—__ in the format: com_xxx.formname J

controlk "
Form task for custom components s

Method 2: specify a form task \

~ in the format: controllername.task |

. —

To summarize the example above given that you want to integrate the privacy policy checkbox in
the contact form, you must set the values just found using the debug mode in the related fields:

Custom components using the Joomla! form API

com_contact.contact
Form name for custom components -

Form task for custom components contact submit

/Method 2: form name and form tasl; )

| are specified in the related fields for the

. privacy policy checkbox section

In the case that the component uses an arbitrary system to generate a form, such as plain HTML,
a static layout or a third-party API, you can use the Method 1 to integrate it.



Let's say you want to integrate user profile buttons to delete and export data into the EasySocial
profile form, the first thing to do is to find the view name used by EasySocial for that page.

You have three easy ways to find it:
1. Use the debug mode and get the component.view value shown by the debug labels
2. Create a menu item linking to that view and check the generated raw link:

I= Menus: Edit ltem
@& Save +  Save & Close 4+  Save & New [ save as Copy &  Close

MenuTite *  Easysocial profile Alias  easysocial-profile

Details Link Type Page Display Metadata Associations Medule Assignment

Menu ltem Type * Edit Profile = Select The view name for the profile form is: profile
Link index. php%plion:com_easysocial&‘.*iew:pmﬂ\eglayuut:edit
Target Window Parent -

3. Disable the SEF URLs in the Joomla! Global configuration and open up the form page

looking at the URL:
@ Global Configuration ¥ Joomial
« | Save&Close | | @ | Cancel — i @  Hep
_— =t o Disable SEF URLs to inspect raw links
. il | System  Semver TextFites  Pemmissions
——— Site Settings SEOQ Settings \
Articles
Bales Site N Joomla37d Search Engine Friend| Ye h
ite Name * loomla37dev earch Engine Friend: es
Cache vatg T B
Checkin )
Community Builder Steofine v I Site Name in Page Titles After
0 joomla/index.php?op t 235
( Note: Let us know where you are currently
The view name for the profile form is: profile located.
‘ B Mobile Example: +128129345 @
Number:

Note: Set your contact number so that we are
able to get in touch with you

Website: ttp:ily 2 cof e

Note: Do you have your own web site?

Cancel Update Profile

Once you have found the name of the view used by a certain component for a form page, you
need to discover a CSS selector to match the form.

To do this you can use the browser inspector (Chrome dev tools or Firebug) and you need some
basic skills in order to write the correct syntax for the CSS selector.

If you are using Google Chrome, just press F12 to open the browser inspector, then activate the
inspect mode and select the form element on the page.



The browser inspector shows the HTML structure so that you can easily find that the form is
contained inside a div element having a class named "profile-wrapper'.

So a matching CSS selector for this form can be: div.profile-wrapper form

= = o

& Profile Pages Groups Eve Friends Videos Photos People Palis

YQUR PROFILE

Account

You have registered your account
under the profile type, Registered

Foms How-should we identify yeu on the site?
* Name: admin

ABOUT

Basic Information

Education

Note: Please antar your name

Select the form element J 0 _ =
sermame: admin

Note: Username must be al least 4 ¢haraclers long
Manage Privacy

Manage Alerts =R sward: Enter your original password to-change your password.

Enter a new password

Elements Console Network Sources  Application  Security Performance Memory  Audits

</ font

~"es-frontend es-main view-profile layout-edit *
es-navbar t-lg-mb--lg DS@6482622924759025 wide" dat
es-container DS@293296@562872651" data-profile-edit data
sidebar” data-sidebar>.</div

data-es-structures

Inspect the form element

content”

rofile-wrapper" data-profile-edit-fields
ion=com_easysocial@view=profile&layout=edit&Itemid=5348lang=en  class-"o-form-horizontal” data-

profile-fields-form autocomplete="off">_</form: == 58
Jdiv

Now YOu can enter found values in the GDPR component configuration, if needed you can
specify multiple values one per each line to integrate multiple components:

: GDPR - Configuration

" | Save configuration & | Control Panel

General settings Cookie consent User profile buttons Privacy policy checkbox Data breach settings

Enable "delete profile’ button No
Enable "export profile’ button No
Delete additional user contents “ ‘Yes

com_easysocial profile——"

Set the view name for Easysocial

View name for custom components

Set the CSS selector to match the form

CSS selectors for custom forms div.profile-wrapper form



The result will be to have extra-features buttons integrated with the EasySocial profile form:

Note: Let us remember and celebrate your
birthday with you.

Address: L Jhs

¥ Detect My Localion

Note: Let us know where you are currently

located.
Mobile Example: +12¢ by
Number:
Note: Set your contact number so that we are
able to get in touch with you.
Website: hitp:fiyoursite_co Y
Note: Do you have your own web site?
GDPR buttons included in the i
Cancel Update Profile

EasySocial profile form

Delete profile Export C5V profile Export XLS profile

You are here: Home » Easysocial profile » Profile » Account Settings

GDPR ships with a predefined set of common extensions already integrated, you can just select
the ones of your interest using the setting below.

GDPR - Configuration

" | Save configuration & | Conirol Panel

General settings Cookie consent User profile butions Privacy policy checkbox Data breach settings

No integrations | Available integrations with third-party extensions
JomSecial

Easysaocial
Easyblog
Community Builder
Kunena

K2

Virtuemart
Hikashop
JChatSocial

Integration with third-party extensions

-

Notice that when you select an integration with a third-party extension and settings are as shown
below:

¢ Deletion mode => Real deletion

¢ Delete additional user contents => 'Yes'

GDPR - Configuration

« | Save configuration 4& | Control Panel

General settings Cookie consent User profile buttons Privacy policy checkbox Data breach settings

User profile deletelexport buttons
Enable "delete profile' button No

Enable "export profile’ button No Yes ‘ )
- __IReal deletion of all user data and user generated data

Delete additional user contents No - T—— I

Real deletion v

Deletion mode



thanks to the built-in integration even all data managed by the third-party extension will be
permanently deleted in order to be fully compliant with the EU GDPR law.

For example in the case of EasySocial, if a user chooses to delete his own profile even
EasySocial messages, posts, conversations, photos, videos, etc will be deleted accordingly.

Forms included inside modules

If you are using a Joomla! module to embed a form into your pages, for example from a third-
party extension having a related module to display forms, you can't rely on the method 1 that
allows to specify a view name for the component associated to that form in the format
com_xxx.viewname.

Indeed a module may appear on any page of your website, based on menu assignments, so
several components/views may be executed everytime that the module containing the form is
displayed. It could be the case that the form uses the standard Joomla! Api so you could use the
method 2, but if the form is generated by a third-party extension probably that won't be the case.

So your last resort is to use the method 1 but not specifying the value com_xxx.viewname of the
component itself that generates the form, in this case you must specify the value
com_xxx.viewname of the component executed on each page in which the module including the
form is displayed.

Let's say you have a Chronoforms module including a form shown in a Joomla! single article
page, in this case you must specify in the parameter 'View name for custom components' the
value com_content.article that relates to the component and view used on that page.

Form submission hook

When dealing with the privacy policy checkbox embedded into third-party forms, it's important
to properly configure the form submission hook in order to have things working well when the
form is submitted.

Indeed some third-party forms could use an arbitrary javascript code to submit, validate or
simulate a form submission. In the worst case that the form is emulated using normal HTML
elements or is submitted using ajax, probably it won't be able to intercept and prevent the form
submission in order to make the privacy policy checkbox a required field.

However there are settings that allow to better integrate with various situations, in particular you
can choose to bind the form submission to:

¢ The form submit event
¢ The submit button click

¢ A custom element click based on a CSS selector

Server side validation Yes

Revacable privacy policy Mo
Block users without privacy policy consent Yes

Privacy policy control type Radio Checkbax

Remove HTML attributes No

Form submission method Custom element

div.controls button btn-primary
CSS selector for custom element ' i :



Other ways to integrate with third-party extensions

The GDPR component offers additional simpler ways to integrate the privacy policy checkbox
into a given form:

* Using the Dynamic Checkbox feature (see paragraph 'Dynamic checkbox')
* Reusing an existing privacy checkbox that is already present in your form

If your form already includes a checkbox for the privacy policy that is not generated by the
GDPR component, you can just reuse it instead of adding a new one and at the same time take
advantage of the tracking system provided by the GDPR component and based on the 'Logs of
user consents'.

To link an existing checkbox with the GDPR component, it's enough to specify a CSS selector to
associate that checkbox using the following parameter, so that when a user will select it, the
tracking will be visible in the 'Logs of user consents' as if it was a native GDPR checkbox.

+ | Save configuration &. | Export configuration L. | Import configuration & | Control Panel

Consents logs and account registry

. name,email subject. message,address
Form fields for consents logs ! g

Account registry format

Include pseudonymised users “ Yes
Remember previous consents No
Track generic consents by page No

Track dynamic checkbox consents by page A ‘ Specify a CSS selector to associate your checkbox |
— with the tracking system of the GDPR component |

CSS selector to track existing checkbox #agreed_field



Bulk cookie consent

The GDPR component supports the bulk cookie consent across multiple domains you own.

If you use the bulk cookie consent feature, it's possible to request the cookie consent to a visitor
only once on one domain, the first domain visited that belongs to the list of linked domains.

When he visits another linked domain the same cookie preferences will apply automatically
without the need to ask the consent again.

To use this feature the option 'Log user IP address' must be enabled", indeed the visitor is
identified across multiple domains by his IP address:

GDPR - Configuration

« | Save configuration & | Export configuration &L | Import configuration & | Control Panel

General settings Cookie consent Cookie categories User profile buttons Privacy policy checkbox
Registration email address for updater
Log always profile saving Ho
Log user creation No
Log user deletion No ‘ 7 . 2 )
Be sure that the IP address logging is enabled
Log user IP address No 7 = .

It's enough to enable this feature and specify a list of linked domains one per each line to which
the same cookie consent will apply. The consent given to the first domain visited in this list, will
automatically apply to another linked domain included in this list if the same visitor (identified
by the IP address) opens it at any time.

In this way the consent will be requested to a certain visitor only once on the first visited domain
that belongs to the list, subsequently if the user moves to another linked domain the same cookie

consent and preferences will be propagated and reapplied automatically and in a transparent way
to the end user.

Bulk cookie consent
{ Enable the bulk consent feature ]
Enable bulk cookie consent No - -

https:/fwww. domain1.com
https:/fwww.domain2.com
hitps:/fwww. domain3. com ™~ i [ _—

List of linked domains

Enter the list of linked domains that you own ‘

AP transport layer PHP CURL lib v



Displaying a logo image in the cookie banner

You could be interested to display the logo of your company as a s
consent popup.

ignature within the cookie

This is possible because the GDPR component uses the Joomla editor for customizable fields

and text included in the popup.

In this way you can add also in image that will be displayed in the
can be included in both text messages:

» Text of the header title (requires Toolbar layout — Header)

* Text of the message

" | Save configuration X, | Export configuration L. | import configuration & | Control Panel

cookie contents. The image

Text of the header title Edit> Insert~ View~ Format~ Table~ Tools~

B I U &S5 = = = = Fomas~

Paragraph = TimesNe.. = 12pt - B =E-lEr ==

P2 UM o A-H~H B~ x ¥ QO0H—I

X b & TT & 66 F & @ 6 0~ Lo [ Wome

2 Menu  § Contact [} Aricle [ Image

ﬁ. | Add alogo image for the message content

%

Cookies used on the website!

p Words: 5

@ Toggle editor

Text of the message Edit~ Insert~ View~ Format~ Table~ Tools~

B I U &5 = = = = Fomats~

Paragraph ~ TimesNe. - 12Zpt - B = E=Er = =

P # Mo A~~~ H =B x X Q6 B — 5 %

X h e s TT7 & 6 B & @ 3 O~ L [ Mode
> Menu  § Contact [} Aticle [l Image

This website uses cookies to ensure you gef the best experience on our website.

nm Your logo image is displayed in the cookie popu;
gy g g play popup
Joomlal!

extensions tore

Cookies used on the website!

This website uses cookies to ensure you get the best

experience on our website_ | Settings A

Cookie policy

Privacy policy

Allow cookies Allow all cookies

Cookie SE[‘IiﬂgSZ
+' Necessary | » Preferences \ W Siatistics \ @Marketing



Unlock contents without page reload

It's possible to unlock blocked contents including iframes and scripts without a full page reload,
indeed under the placeholder feature there are special settings that allow a page to:

* Unlock/lock iframes that are replaced with placeholders on the fly and without fully
reload the page when a domain transitions from the state 'declined' to 'accepted'

* Unlock/lock scripts without fully reload the page when a domain transitions from the state
'declined' to 'accepted', when a blocked script is unlocked it will be loaded and executed

on the fly
+ | Save configuration & | Export configuration L. | Import configuration & | Control Panel
Placeholder for blocked resources No

Placeholder action on click Open cookie toolbar v

Placehalder text for blocked resources You must accept cookies to show this content

e e inl
Placeholder text for individual blocked You must accept cookies from {domain} and reload the page

resources

Placeholder action if individual blocked No = {

Enable features to unlock
resources

resources without page reload

Unlock/lock iframes without page reload No es

\

Unlockl/lock scripts without page reload No es

Custom execution of scripts

The GDPR component offers the possibility to execute custom scripts when a consent is granted,
in more details:

* it's possible to run a custom script when the main consent is accepted, for example to
trigger the inclusion or activation of a necessary Javascript code

* it's possible to run a custom script when the consent of given category is accepted, for
example to trigger the inclusion or activation of the Google Analytics script when the
'Statistics' category is accepted

This is particularly useful if you need to execute a certain script when a consent is granted and
without reloading the page, for example it's possible to run the Google Analytics script or a
Google Tag Manager event to count a page visit on the fly as soon as the Statistics consent is
accepted.

{ Enable the execution of a custom script
Enable the execution of custom scripts No
§i ioniw D= “wil] ir start:
Eier o vustom s |_Tunct§0n|_l.r..d.s.1.l|..l. []] v [I]|I|;| w[ljlp:|\shltg_£n1 start : 9
new Date().getTime() event'gtm js7)var f=d getElementsBy Taghame(s)[0],
j=d.createElement(s),di=ll="dataLayer?'&|="+l."j.async=true;j.src=

‘https:{fwww googletagmanager com/gtm js?id="+i+dl.f parentNede.insertBefora(j,f);
1(window document, 'script’'dataLayer’'GTM-XXXX');
alert{'generico’)

~~ Enter one or more scripts to run when |
) a consent is accepted, for example
__the Google Analytics tracking code




Exclusions and permissions

The GDPR component by default is active for all components and for all user groups with the
exception of Super Users that are not enabled to delete themselves.

You may want to exclude it for certain components and for certain user groups, to do this simply
use parameters under the advanced settings tab:

+ | Save configuration & | Control Panel

No exclusions
- Group1

- Group2

- Guest

- Manager

- - Administrator
- Registered

- - Author

- - - Editor

- - - - Publisher
- Super Users

Exclude export profile

p ( Exclude GDPR by user groups

No exclusions
- Group1

- Group?

- Guest

- Manager

- - Administrator
- Registered

- - Author

- - - Editor

- - - - Publisher
- Super Users

Exclude user logs

Exclusions by component

. Select extensions
Exclude extensions from logs

admin

ajax

associations

banners P —
cache (

categories

checkin | Exclude GDPR by component

cjlib PN
communityanswers - — —

Select exiensions
admin

ajax

associations
banners

cache

Exclude extensions from cookie consent

Finally, it's important that you grant access to the GDPR backend and actions to authorized
groups only.

For this reason under the 'Permissions' tab you can rule user groups based on your needs:

GDPR - Configuration ¥ Joomlal

v | Save configuration | | @ | Control Panel

General settings Cookie consent User profile buttons Privacy policy checkbox Data breach settings Advanced settings Permissions

Permissions

Manage the permissian setiings for the user groups below. See notes at the botiom

Public Action Select New Setting Calculated Setting

=G Configure ACL & Options Inherited v

~ Group2 - _
Access Administration Interface Inherited ¥:

— Guest
Create Inherited v

—Manager

— Administrator Delete Inherited "

“Reglatered Edit Inherted ¥

i —Author
Edit State Inherited i

— Editor —
— Publisher "" o R
i Permissions for the component access
— Super Users

and various actions of the backend




Integration with the Joomla Privacy Tool Suite

The GDPR component is the perfect fit for the core features of Joomla! 3.9 and later versions
named 'Privacy Tool Suite' and it's the most required extension to fully cover all GDPR
requirements.

Indeed the Joomla! core is capable to mainly manage the following aspects related to GDPR:

- Requests management to manually process deletion of users and export of data including an
email notification with an XML document

- Consents for accounts registration and privacy policy management

- Terms of service

- List of extensions capabilities dealing with privacy

- New APIs for third-party developers to integrate their extensions in order to export data

The GDPR component adds a lot of missing features to the Joomla! core such as:

-Logs of user changes: whenever a change in a user profile occurs, for example if a user
changes his personal data, all changes must be tracked and logged

-Logs of consents: the logs of user consents is a global system that allows to keep track of all
consents given by users, either logged in or logged out, to every form in which you integrate the
privacy policy checkbox generated by the GDPR component. This system can be integrated with
any extension and any form.The logs report can be exported in CSV and Excel formats.

-Cookies management: to be compliant with the EU Cookie Law you need an effective solution
to really block local cookies and third-party cookies before the consent is given by users, even
supporting revocable consent and cookie categorization.

-Logs of cookie consents: the GDPR component is able to track even consents given for the
cookie usage both by visitors and registered users of your website.

-Consents registry: you can generate and export a registry including consent details given by
users that is an essential document if requested by the Data Protection Commissioner.

-Dynamic checkbox for multiple consents: this feature works as a privacy construction kit in
that you can create multiple and custom privacy policies associated to an individual checkbox
and place it wherever you need

-Data breach notifications: in the case that a data breach occurs, you can mark violated profiles
and quickly notify users and the Data Protection Commissioner sending them an alert email.

-Record of processing activities: the GDPR component is able to manage the record of
processing activities and its generation in both Excel and OpenOffice format to be compliant
with the EU GDPR.

-Fully automated deletion and export: by default the deletion and export of a user profile is
fully managed by the GDPR component and self-made by the user so you don't have to worry
about manual operations, even supporting pseudonymisation of data. Optionally you can choose
to manage deletion and export manually and receive a request by users that is integrated with the
Joomla! Privacy Component.

-Revocable consent: you can allow users to revoke their consent to each privacy policy consent
and even force already registered users to explicitly accept the privacy policy on the first login

.... and much more!



So let's analyze all available integrations between the GDPR component and the Joomla Privacy
component:

1. Privacy policy status check: if you publish your privacy policy through the GDPR
component it will be seen and reported in the Joomla! Privacy Dashboard as well

B Privacy: Dashboard

The privacy policy for the website is
5 published through the GDPR component

Dashboard TOTAL RE COUNT STATo-__

Requests

© | Hep | | & Options

Request Type Status #of Status
Capabiliies Requests ~

Comas B Published Privacy Palicy Published
Export Edit Privacy Policy

Remove

hitp'ifioomia3Sien/privacy-request
Export

tovas
invaiia | Request Form Menu ftem Published
Remove

Outstanding Urgent Requests
Requests which are older than 14 days, as set in the component configuration

Export M Enablea Mail Sending Enabled

Remove Completed

€D Total Requests

Active Requests

2. GDPR privacy capabilities: the extension capabilities section lists the main features
provided by the GDPR component to your Joomla! website

Privacy: Extension Capabilities 7t Joomlal’

©  Hep || & Options

Dashboard About This Information

Requests The information on this Screen is collected from extensions which report their privacy related capabilties to this system. Itis intended to help site owners be aware of the capabilities of installed extensions and

remrere provide information to help owners create local site policies such as a privacy policy. As this screen requires extensions to support its reporting system, and only displays information from enabled extensions,
this should not be considered a complete list and you are encouraged to consult each extension's documentation for more information

Consents

Joomla Core Capabilities

7 Privacy capabilities provided by the
~ GDPR component to the Joomla! core

Authentication - Cookie

CAPTCHA - reCAPTCHA

GDPR Component Capabilities //
/

- Logs of user changes: whenever a change in a user profile occurs, for example if.aser changes his personal data, all changes must be tracked and logged. The GDPR component keeps track of every
change for personal data including custom fields. The logs report can be exported in CSV and Excel formats.
Logs of consents: the logs of user consents is a global system that allows to keep track of all consents given by users, sither logged in or logged out, to every form in which you integrate the privacy policy
checkbox generated by the GDPR component. The logs report can be exported in CSV and Excel formats
Cookie consent to be compliant with the EU Cookie Law you need an effective solution to really block local cookies and third-party cookies before the consent is given by users, even supporting revocable
consent and cookie categorization
Logs of cookie consents: the GDPR component is able to track even consents given for the cookie usage both by visitors and registered users of your website
Consents registry: you can generate and export a registry including consent details given by users that is an essential document ff requested by the Data Protection Commissioner.
Data breach notifications: in the case that a data breach occurs, you can mark violated profiles and quickly notify users and the Data Protection Commissioner sending them an alert email
Record of processing activities: the GDPR component is able to manage the record of procsssing activities and its generation in both Excel and OpenOffice format to be compliant with the EU GDPR
Fully automated deletion and export: by default the deletion and export of a user profile is fully managed by the GDPR component and self-made by the user so you don't have to worry about manual
operations. Optionally you can choose to manage deletion and export manually and receive a request by users that is integrated with the Joomla! Privacy Component
Revocable consent: you can allow users to revoke their consent to each privacy policy consent and even force already registered users to explicity accept the privacy policy on the first login.

Privacy

System - Language Filter

3. GDPR consents stored even in the Privacy component: each time that a user gives a
consent to the GDPR component privacy policy, a record is created accordingly even in
the Joomla! Privacy component:

Privacy: Consents ! Joomlar

@ Invalidate Consent © Hep @ Options
@ T T
e & [ smeer G GDPR record for the given consent including Dot o2
Requests Status  Username UserlD  Subject .. . . . Created D~
Capabifios . additional informations such as the datetime
v testprivacy12 903 Privacy Policy Less than a minute ago 62
The gen” . -
Mozilla/5 0./ %, ¥64) AppleWebkit/537 36 (KHTML, like Gecko) Chrome/69.0 3497 92 Safari/537.36
o T Was, éulnmal\:ally recorded when the user submitted their details on the web site and checked the confirm box
v testprivacy12 903 GDPR privacy policy ~ The user testprivacy12 has registered with the email address testprivacy 12@testprivacy12.com on 2018-03-13 12:03:23UTC and Less than a minute ago 61
explicitely accepted the privacy policy of this website.
This information has been automatically generated by the GDPR component
The user registered this information using the IP address: 127.0.0.1
v admin 875 Privacy Policy The user consented to storing their user information using the IP address 127.0.0.1 22 hours ago. 59
‘The user agent siring of the user's browser was:
Mozilla/5.0 (Windows NT 6.3; Win64; x64) AppleWebKit/537 36 (KHTML, like Gecko) Chrome/69.0.3497.81 Safari/537.36
This information was automatically recorded when the user submitted their details on the web site and checked the confirm box:
v admin 875 GDPR privacy policy ~ The user Super User registered with the email address adminadmin@admin mcom has explicitely accepted the privacy policy of this 22 hours ago. E

website on 2018-09-12 15:2051UTC.

This information has been automatically generated by the GDPR component

4. Export profile data including informations from the GDPR component: using the 'export'
feature included in the Joomla! Privacy component, an XML file having informations



about the user is downloaded or emailed. The XML file will include user data managed by
the GDPR component for: multiple and third-party consents, cookie consents, GDPR logs.

8 Privacy: Review Information Request “{’, Joomilal’

= | Email Date Export | | @ | Ciose © | Hep

Request Information
Email:  testprivacy9@gmail.com

Generate the XML file for the user profile ‘
including informations from the GDPR component

Status:
Request Type:  Export

Date Requested: ~ 2018-09-12 13:02:37

5. Requests integration between the GDPR component and the Joomla! Privacy component:
thanks to special buttons generated by the GDPR component and visible in the user profile
form, it's super easy for a user to export or delete his account automatically. However if
you choose to manually process each request to delete or export an account, the GDPR
component integrates with the Joomla! Privacy component so that each time that a user
click on profile buttons a new request is created accordingly in the Privacy component:

Edit Your Profile
Name = testprivacy12
Username * testprivacy12
Password (optional)

Confirm Password

(optional)
Email Address * testprivacy 12@testprivacy12 com

Confirm Email Address * testprivacy 12@testprivacy12.com

Basic Settings

Editor (optional) - Use Default - v

Time Zone (optional) - Use Default - v

Frontend Language - Use Default - hd
(optional)

" Profile buttons to delete and export profile. |

Privacy policy = Choosing manual processing generates records
in the Joomla! Privacy component J

Cancel T S

Delete profile Export CSV profile I Export XLS profile

8 Privacy: Information Requests

Privacy requests generated by the GDPR
[ o ]

component into the Joomla! Privacy Component

© | Hep | | & | Options

® . T e ( thanks to the integration ) = (=TS
Dashboard Searc earch Tools v | | Clear ] 4
Actons  Status  Email Request Type Requested D~
Capabities
P x Remove 23 hours age 16
ilm Export 1 day ago 15
vacy Export 1 day ago 14
x )  test11@testilcom Remove 1week ago 13
=)  testli@testiicom Remove 1week ago 12
) test11@testil.com Remove 1week ago 1

In the component configuration you find settings to enable/disable the integration with the
Joomla Privacy component in the case that you prefer to not using it:



| Save configuration

General settings  Cookie consent

User profile deletelexport button

Enable 'delete profile’ button
Enable 'export profile’ button
Delete additional user contents
Deletion mode

Export all fields{third-party)

Integrate Privacy component (Joomla
39+)

If enabled and if you are using Joomla 3.9
and above including the Privacy Tool Suite
the GDPR component will even create a
new export/delete request in the Joomlal
Privacy component provided that the
“Manual processing’ option has been
selected to delete and export records

Integrate Privacy component (Joomla 3.9+

GDPR - Configuration

&

+ | Save coniiguration

General settings Cookie consent

Privacy policy checkbox

Enable privacy policy checkbox

Privacy policy label text

Privacy policy link

-

Log Privacy component consent (Joomla! 3.9+)

Log Privacy component consent
(Joomial 3.9+)

If enabled and if you are using Joomla 3.9
and above including the Privacy Tool Suite,
the GDPR component will even create a
GDPR consent record in the Joomla!
Privacy component including several
details about the user, date, time IP
address, etc

& | Export configuration

Cookie categories

Export configuration

Cookie categeries

. | Import configuration

User profile buttons

Pseudonymisation

-

Self made

Home page

- I

L | Import configuration

User profile buttons

No

Privacy policy

& | Control Panel

Privacy policy checkbox

Integrate the requests management to

delete and export user profiles

4 | Control Panel

Privacy policy checkbox

Please agree to our privacy policy, otherwise you will not be :

No

No category

Integrate the consents tracking
into the Joomla! Privacy component




Compliance with Extra EU laws

The GDPR component is not only compliant with EU regulation but even with the Federal Law
of the Russian Federation of July 27, 2006 No. 152-FZ "On Personal Data" and with the CCPA
California Consumer Privacy Act as of January 1, 2020.

In reference to the CCPA regulation, you find a specific setting to enable it by single state
enforcing CCPA, starting with the California, in the case that you have enabled the option 'dpply
cookie consent by country' to exclude the GDPR component for countries not requiring it such as
United States.

+" | Save configuration & | Export configuration L. | Import configuration 4 Control Panel

Auto-accept continuing navigation Yes

Exclude United States and other countries
not applying the GDPR regulation

Revocable consent Yes

Yes

Apply cookie consent by country

Extend consent by country to checkboxes

Use caching for country geolocation Yes

Restore the GDPR component for
specific states under the CCPA regulation

=

e
=
=)

-

CCPA USA compliance Alaska

i
E

Arkansas
American Samoa =
Arizona

California

Colorada

5]
il
2
E

District of Columbia
Delaware T

With the above configuration the GDPR component will be disabled for all United States with
the exception of Alabama, California and Connecticut in the case that they apply the CCPA
regulation.

For more informations about CCPA refer to:
https://matr.net/wp-content/uploads/2019/03/California-Consumer-Privacy-Act-Overview.pdf



https://matr.net/wp-content/uploads/2019/03/California-Consumer-Privacy-Act-Overview.pdf

Auto updater

To update the extension using the Joomla! Updater you must enter the exact email address used
to register on our site https://storejextensions.org. The email address is used to identify your
account and the validity of the updates license. Free updates are included for 1 year from the date
of the latest purchase.

More info about licensing and updates at our FAQ page https://storejextensions.org/faq.html"

Our commercial extension requires a valid license to be updated using the Joomla! Updater or
manually downloading and installing the latest package through the Joomla! Extensions
Manager.

‘e~ GDPR - Configuration

" | Save configuration & | Control Panel
General settings Cookie consent User profile buttons Privacy policy checkbox Data breach
Enter your email address used to register on
Auto updater . https://storejextensions.org to validate your license |

: : : youremail@email.com
Registration email address for updater 2 @


https://storejextensions.org/
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